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JaCarta SecurLogon PykoBoACTBO agMUHUCTPaTOpa 1.2

AHHOTAUMA

[JaHHoe PyKoBOACTBO aAMUHMUCTPaTOpPa (fanee — PyKoBOACTBO) NpeaHa3HAYeHo A/1a NepcoHana,
OCYLLECTBAAIOLLEr0 YCTaHOBKY, 3KCM/yaTalLMio U HAaCTPOMKY NporpammHoro obecneveHusa (MO) JaCarta
SecurLogon.

B HacToAwem PyKkoBoacTBe NpuBeaeHbl 06LLIME CBeAEeHMA, CUCTEMHble TpeboBaHMA, pexnmbl paboThl,
NopsAoK U coaepKaHne AeNUCTBUIA MO YCTAaHOBKE JIMLLEH3UKN, CO3LaHUI0, PEeAaKTUPOBAHUIO U yA3IeHUIO
npodunen U U3MEHEHUID HaCTPOEeK aaAMUHUCTPaTUBHOro wabnoxa MO JaCarta SecurlLogon.

PYKOBOACTBO pacCcYMTaHO Ha NOJib30BaTesel, 061243 IOWNUX HavaIbHbIMU HaBblIKamMM PaboTbl Ha
KOMMbloTepe, 3HaKOMbIX C paboToii B onepaunoHHoli cucteme Microsoft Windows u MHTepHer.

[JaHHbIl JOKYMEHT, BKtOYaA NoA6OpP M pacnoNoXxeHne UNNIOCTPALUIA U MaTepuanos B HEM, ABNAETCA OOBEKTOM aBTOPCKUX MpaB WM OXPaHAETCA B COOTBETCTBUU
C 3aKoHoAaTenbcTBOM Poccuiickoit Pesepaumun. Obnagatenem UCKNOUUTENbHbBIX aBTOPCKUX M MMYyLLECTBEHHbIX npas ansetca 3A0 "Anagaud P.A.".
Mcnonb3osaHue 3TUX matepuanos Nto6biM cnocobom 6e3 MUCbMEHHOrO paspelleHnsa npasoobnasatens 3anpeleHo U MOXKET MoBAeYb OTBETCTBEHHOCTb,
NpeayCMOTPEHHYIO 3akoHoAaTenbcTBOM Pd.

NHbopmauua, npuBeacHHan B JaHHOM [OKYMeHTe, npefHasHayeHa MCKAUMTENbHO A1A 03HAKOMIEHUA U He ABNAeTCA McuyepnbiBatollieil. Coctas NpPoO/yKTOB,
KOMMOHEHT, MX GYHKLMW, XapaKTEPUCTUKM, BEPCUM, AOCTYNHOCTb U MpP. MOTYT BbiTb M3MEHeHbl KomnaHueit "AnagauH P.A." 6e3 npensapuTenbHoro
yBeAOMNEHUA. Bce yKasaHHble AaHHble O XapaKTepUCTUKaX NPOAYKTOB OCHOBAHbl Ha MEXAYHAPOAHbIX WU POCCUMICKMX CTaHAAPTaX M pesynbTatax
TECTUPOBAHMA, MOJYYEHHbIX B HE3ABUCUMbIX TECTOBbIX WK CEPTUPMKALMOHHBIX Nabopatopuax, M60O Ha NPUHATLIX B KOMNAHUKM MeToAMKax. B gaHHOM
AOKyMeHTe KomnaHua "Anagaud P.[." He NpeaocTaBnser HUKAKWUX HU ABHbIX, HU NOAPA3yMeBaeMbIX rapaHTUii.

Bnapenblem ToBapHbIX 3Hakos AnaaauH, Aladdin, JaCarta, noromnos u npaBoobnasatesieM WCKNIOUMTENbHBIX NMPaB Ha UX AM3aiiH U UCMONb30BaHMe,
NaTeHTOB Ha COOTBETCTBYIOLME NPOAYKTbl ABnserca 3A0 "Anapgauu P.AO.".

Bnasenbuem ToBapHbIx 3Hakos Apple, iPad, iPhone, Mac OS, OS X agnsetca kopnopauusa Apple Inc. Bnagensuem ToBapHOro 3Haka lOS aBnsetca KomnaHua
Cisco (Cisco Systems, Inc). Bnagensuem TosapHoro 3Haka Windows Vista u ap. — kopnopauumsa Microsoft (Microsoft Corporation). HazeaHua npoumx
TEXHONOTWIA, NPOAYKTOB, KOMMNaHWIA, YTOMUHAIOLWMXCA B JaHHOM JOKYMEHTe, MOTYT ABNATbCA TOBapPHbIMM 3HaKaMM CBOMX 3aKOHHbIX Blaje/bles.

CsefieHunsA, npuBeféHHbIE B JAHHOM JOKYMeHTe, aKTyaslibHbl Ha AaTy ero nybaukauum.

Mpwv nepeneyatke ¥ MCMONBL30BAHWUM AAHHbIX MaTepuanoB NM60 N0 60 nx yacT ccoinkv Ha 3A0 "AnapgavH P.[." o6sA3aTenbHbl.

© 1995-2017,3A0 "AnapgauH P.A." Bcenpasa 3awuuieHbl.

2017, "AnapauH P.A." Crp.2
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JaCarta SecurLogon PykoBoACTBO agMUHUCTPaTOpa 1.2

1. Obwme cBeaeHUA

JaCarta SecurLogon pa6oTtaet B coctaBe N0 EguHbiii KnuenT JaCarta. MO JaCarta Securlogon
bYHKLMOHANbHO NpeacTaBaser cobon oTAeNbHbIN NPOrpaMMHbIY NPOAYKT, 04HAaKO GU3MNYECKU ABNAETCA
pacwupeHnem ¢yHKUuMoHanbHocTn 6ecnnaTtHoro MO EguHblit KnnenT JaCarta. YctaHoBKa MO JaCarta
SecurLogon npoucxoaut c nomoubto ancTpmbytnsa EamHoro Knuerta JaCarta, Ho nonb3oBaTenb CMOXKET
MM BOCNONb30BaTbCA INLWb NOC/E TOro, Kak byaer npuobpereHa u yctaHoBieHa nuueH3na Ha MO JaCarta
SecurLogon.

JaCarta SecurLogon no3Bo/sifeT NoBbICUTb YPOBEHb 6€30MaCHOCTU NPU BXOZE HA JIOKA/IbHbIN KOMMbIOTEP U B
KOpnopaTMBHYIO ceTb nog ynpasneHnem OC Microsoft Windows 3a c4éT npocToro v 6bICTporo nepexoga or
aBTOpM3aLLMKY MO NOTUHY M NapOoto K ABYXPAKTOPHOW ayTEHTUOUKALMM HA OCHOBE 3/IEKTPOHHOTMO K/HOYa.
Mpwn 3TOM OTCYTCTBYET HEOBXOAMMOCTb HacTpolikM Active Directory, BHeapeHusa PKI-uHppacTpyKTypbl n
€03/aHuA cobCTBEHHOrO YA0CTOBEPAIOLLErO LEHTPA A4/18 BbiNyCKa cepTUdUKAaTOB nosib3osBaTtenei. Mpu
ucnonb3oBaHuu JaCarta SecurLogon KoHeuYHbIV NoNb30BaTeNb He byAeT BBOAWTL C KNaBMaTypbl Naposib Ann

Bxoga 8 OC Microsoft Windows, uTo UCK/tO4aeT BO3MOKHOCTb NOACMATPUBAHMA UAK NepexBaTa Napons
3/10YMbILLNEHHWUKOM.

1.1. Ha3Ha4veHune

JaCarta SecurLogon npeaHasHauyeHo ansa ABYXPaKTOPHON ayTeHTUPUKALMM nonb3osaTena npu exoge B OC
Microsoft Windows nau B ceteBoit OMeH C UCNONb30BaHMEM 3/IEKTPOHHOTO K/to4ya (ToKeHa).

JaCarta SecurlLogon obecneunBaer:

1) ABYX}aKTOPHYIO ayTEHTUGUKALMIO C MCMOIb30Ba HMEM NPOdUNA NONb30BATENA, XPAHALLErocs B
3/7IEKTPOHHOM Kiitode JaCarta/eToken, ons nonydeHuns goctyna K nokasbHomy MK uam K ceTesbim pecypcam;

1 "
2) ynpasneHue npodunem ) nonbsosatens c nocaeaytouwei 3anucblo Npoduns Ha 6esonacHoe xpaHeHue B

namsATb 3/IEKTPOHHOrO Katova (TokeHa) JaCarta/eToken;

3) xpaHeHMe OHOrO UM HECKOIbKMX NPpodunei nonb3osaTens Ha OAHOM 3/1EKTPOHHOM K/toye
JaCarta/eToken;

4) reHepauMio cayYyaliHbiX Maposiel noab3oBaTens;
5) CUHXPOHM3aLMIO C IOKANIbHBIM UM LOMEHHbIM Napo/iemM NoNAb30BaTeNd;
6) cpeacTBa aAMUHUCTPUPOBAHNA-HACTPOWMKM ANSA:

e onpeaeneHns napametpos 6€30MaCHOCTU, OTPAHUYEHUI U PEAKLMU CUCTEMBI HA OTCOEAUHEHUE
3N1EKTPOHHOro Katoda JaCarta/eToken;

° ynpasaneHna N0JIHOMOYNAMHU nosnb3oBaTesen;

7) 6N10KMPOBKY KOMMblOTEPA MPU OTCYTCTBMM NOJIb3OBaTENS.

) fpogpuns - HaBOp OaHHbIX, BKAKOYAIOWU L UMS M06308aMesS, DOMEH, K KOMOPOMy fpuHadaexum daHHbIU Moa6308amerns /ums
KOMrblomepa, U rnaposs.

2017, "AnagamH P.A." Crp.4



JaCarta SecurLogon PykoBoACTBO agMUHUCTPaTOpa 1.2

1.2. BO3MOXHOCTU

1) BO3MOXHOCTb BbI6Opa CefyoWMX METOA0B ayTEHTUOMKALMM C MOMOLLBIO TOKEHOB U CMapT-KapT
JaCarta/eToken Ha N0KasIbHOM (He MOAKNOYEHHOM K CETM) KomnbloTepe U B fomeHe Windows:

e  BX0Z no sornHy\naposio, BBOGUMOMY C KnasuaTypbl;

e BXOZ No cepTUdUKaTy, XPaHUMOMY HA TOKEHe/CMapT-KapTe;

e Bxog no npodwunto JaCarta SecurLogon, B KOTOPOM COXPaHEH Napo/ib, BBEAEHHbIW BPYYHYIO;

e Bxog no npodwunto JaCarta SecurLogon, B KOTOPOM COXPaHEH Cy4aHO CreHePMPOBAHHbIN Naponb.

2) BO3MOMHOCTb Kaskable X AHell aBTOMaTUYECKM MEHATb Ma po/ib Nob30BaTeNA HA HOBbIN — TONbKO ANs
C/1y4as, eciiv NoNb30BaTeNb UCMO/b3YET METOA ayTeHTUdMKaLumm no npodunto JaCarta Securlogon co
C/1y4aHO CreHepMpPOoBaHHbIM Napoem.

3) BO3MOKHOCTb 61OKMPOBKM KOMMbOTEPA MOJ/b30BaTENA CPaA3y Noc/e usssiedeHns USB-ToKeHa uau
CMapT-KapTbl.

4) BO3MOXHOCTb UCMONb30BAaHMNA YHUKAbHbIX BUOMETPUYECKUX XaPaKTEPUCTUK (OTNeYaToK nanbLa)ain
Bxoga B OC Microsoft Windows, B JomeH unu gns goctyna K ceteBbiM MHPOPMALMOHHBIM pPecypcam.

5) BO3MOKHOCTb MCMONb30BaHUA LMbPOBLIX CEPTUGUKATOB 4/18 BXOAA B AOMEH M Ha IOKAbHbIN
KOMMbIOTEP MPM Pa3BEPTbIBaHMU MHPPACTPYKTYpbl PKI.

Ecav B namATm TOKeHa nmeetca CepTMd)VIKaT nonb30BaTeENA U COOTBeTCTByPOLLI,VIVI 3a KprTbIl‘/‘I KoY, nX
MOXHO MCNONb30BaTb AN1A BXOAa B AOMEH Windows BMecTo MmeHM Nonb3oBaTens u napona.

1.3. JlononHUTenbHaA AOKYMeHTauuA

[N NONHOro NOHMMaHMA HAaCTOALWEro AOKYMEHTa PEKOMEHAYETCA O03HAaKOMMUTLCA C LOKYMEeHTOM [EanHbIN

N KnueHT JaCarta. PykoBoACTBO agMUHUCTPaTOpa], coaep KallMm CBEAEHMA, Kacalowmeca CUCTEMHbIX
TpeboBaHMIA, YCTAHOBKM M HacTpoKKu EgnMHoro knmnenTa JaCarta, a TakKe cBegeHun, Kacatowmecsa paboTbl ¢
3NIEKTPOHHBbIMM KNHOHAMMU.

2017, "AnagamH P.A." Crp.5



JaCarta SecurLogon PykoBoACTBO agMUHUCTPaTOpa 1.2

2. CucteMHble TpeboBaHUA

2.1. TpeboBaHMA K NporpaMMHoOMY obecneYvyeHuno

JaCarta SecurLogon MOXKeT NPMMEHATLCA CO CAeayWMMN OnepaunoHHbIMU CUCTEMAMM, YCTAHOBEHHbIMMN
Ha MK nonb3oBaTtena:

e  Microsoft Windows XP SP3 (32-6ur)
e  Microsoft Windows XP SP2 (64-6uT)
e  Microsoft Windows Vista SP2 (32/64-6ut)
e  MicrosoftWindows 7 SP1 (32/64-6ut)
e  MicrosoftWindows 8 (32/64-6uT)
e Microsoft Windows 8.1 Update 1 (32/64-6urt)
e  MicrosoftWindows 10 (32/64-6uT)
e Microsoft Windows Server 2003 SP2 (32/64-6uT)
e Microsoft Windows Server 2008 SP2 (32/64-6uT)
e Microsoft Windows Server 2008 R2 SP1
e  Microsoft Windows Server 2012
e Microsoft Windows Server 2012 R2.
Ha MK nonb3oBaTens Tak:Ke fOMKHO 6biTb YCTAHOBNEHO C/efytollee NporpammHoe obecneyeHue:
e [paiBep YCTPOWMCTBA YTEHMA CMapPT-KapT (Npn HeobXxoaAMMOCTH);

e  EauHbIn KnueHT JaCarta.

2.2. [lpyMeHAeMble MO NN 3NEKTPOHHbIX KNoYewn
JaCarta/eToken

JaCarta SecurLogon MOeT NPUMEHATLCA CO CAEAYIOWNMN MOAENAMMU SNEKTPOHHBIX KNLOYeW:
dneKkTpoHHbIe Katoun eToken:

e eToken PRO (Java);

e eToken Anywhere;

e eToken NG-FLASH (Java);

e eToken NG-OTP (Java);

e eToken IOCT.
SneKTpoHHble Kntoum JaCarta:

e JaCarta PKI;

e JaCarta PKI/Flash;

e JaCarta PKI/BIO;

e JaCarta PKI/BIO/TOCT;

e JaCarta PKI/TOCT;

2017, "AnagamH P.A." Crp.6



JaCarta SecurLogon PykoBoACTBO agMUHUCTPaTOpa 1.2

e JaCarta-2 PKI/FOCT;

e JaCarta-2 PKI/BIO/TOCT;

e JaCarta PKI/TOCT/Flash;

e JaCarta PRO;

e JaCarta PRO/TOCT;

e JaCarta-2 PRO/ITOCT;

e JaCarta PKI c pyHKUMEN 06paTHOM COBMECTUMOCTU C NPOAYKTaMK KomnaHuu Aladdin;
e JaCarta PKI/TOCT c dyHKumen o6paTHOM COBMECTUMOCTM C NpoayKTaMu KomnaHum Aladdin;
e JaCartalOCT/Flash;

e JaCartal'OCT,;

e JaCarta-2TOCT;

e JaCartalT.

2.3. TpeboBaHMA K annapaTHOMY obecneYvyeHunto

KoHourypaums MK nonbv3osatena JaCarta SecurLogon fo/1’KHa yA0BAETBOPATL TPeb6OBAHMAM, U310XKEHHbBIM
B JOKYMEHTaLMn onepaumoHHOM CUCTEMDI.

Ons yctaHoBku EamHbiii KnveHT JaCarta Tpebyetca He meHee 125 M6aiT AMCKOBOro NpoOCTPAHCTBA.
[na pabotbl c USB-kntouom JaCarta/eToken Tpebyercs mmHMMmym oauH csoboaHblit nopt USB.

[Ons paboTbl CO cMapT-KapTol TpebyeTca yCTPOMCTBO YTEHUSA cMapT-KapT (Hanpumep, ASEDrive).

2017, "AnagamH P.A." Crp.7



JaCarta SecurLogon PykoBoACTBO agMUHUCTPaTOpa 1.2

3. loarotoBKa K paboTte

3.1. YCTaAHOBKAa

MO JaCarta SecurLogon ycTtaHasausaetcs npu yctaHoske MO EanHbii KnueHT JaCarta. MopagoK ycTaHOBKM
Eﬂ n yganenua MO EamHblii KnneHT JaCarta onucaH B aokymeHnTe [EguHblii KnuenT JaCarta. PykoBoacTso
aamuHucTpaTopal.

3.2. CMeHa PIN-Ko4a 3N1eKTPOHHOro K4a

i'j BHMMaHMe! MNMpyu NoNyYeHUM 31EKTPOHHOTO KAKYa Ha PYKM HACTOATE/IbHO PEKOMEHAYETCA OCYLLeCTBUTb
cmeHy PIN-Koga nonb3oBaTtens.

Mocne yctaHoBkM MO EanHblil KnvenT JaCarta nonb3oBaTelb MMEET BO3MOXHOCTb CMeHUTb PIN-Kog,
3/IEKTPOHHOTO K/to4a ABymsA cnocobamu:

1. [o exoga B OC c nomoublo 3anycka moayna YnpasneHue TokeHom (cm. puc. 1).
2.  MNocne Bxoga B OC c nomoubio 3anycKka MO EamHblii KnueHT JaCarta (cm. puc. 2).

@ Ons cmeHbl PIN-Koga HeobxoauMmo 3HaTb Tekywmnii PIN-Ko4 91eKTPOHHOro Katoda. 3HaveHua PIN-Koaos,
MUCMOJIb3yeMbIX ANA PA3/IMYHbIX MOZENEN 3/TEeKTPOHHbIX K/oYeil Mo yMOJIYaHU IO, MpUBeaeHbl B
MpunoxeHun A (cm. Tabanuy A.2.).

yﬂpaBIlEHMe TOKEHOM

3anycTuTb YnpasaeHue TOKEHOM

PucyHoK 1

2017, "AnagamH P.A." Crp.8
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& Egunbiii Knnent JaCarta - O X

EanHbin KnueHT JaCarta MBM< uu)"‘

JaCarta PKI

JaCarta PKI

HasBanue JaCarta PKI

Mpunoxeuna  PKl

‘ CmeHnTh PIN-KOA

Hasogume 3mom Homep npu oBpaweHuU 8 MexHUYECKyr0 noddepxKy.

BesonacHeil docmyn K pecypcam

Homep mogenn JC200

Hacrpoiikun

) MepeknioyYnTbCa B PEXUM
aaAMWHKCTpaTopa

PucyHoK 2

MNocne HaxkaTna KHoNKKM CmeHuTb PIN-KOA, A0/1KHO NOABUTLCA OKHO, MOKAa3aHHOE Ha PUCYHKe 3, B KOTOpPOM

HeobxoaMmo BBeCcTU Tekywmit PIN-koa, HoBbIM PIN-Kog, 1 noaTeepamTb PIN-Koa, BBegs ero eue pas.

Ecnwn Bce paHHble BBeAeHbl NpaBUIbHO, TO NOCAE HaXaTUA KHOMKW BbINONHUTL 40/1XHO NOABUTHCA OKHO,

NOKa3aHHOEe Ha pUCyHke 4.

.0 Cmena PIN-koaa nonbsoeatens X

Texywmit PIN-koa nonesosatens

| | %

Hoebiit PIN-kog nonesoeatens

| | %

MoaTeepkaeHne Koaa

| |

& Hoeeiit PIN-koa He 33aaH

BbINOAHUTL ’ 3aKpbiTh

© 2017, "Anapgpaun PO

PucyHoK 3
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& Yenewno X

@ PIN-k0a Nonb30BaTENA YCNELUHO N3MEHEH,

PucyHoK 4

3.3. PeXumbl paboTbl

EouHbiii KnueHT JaCarta morkeT paboTaTb B ABYX pPEXMMaAX:

1. Pexum nonb3oBaTena — NO3BONAET NPOCMATPMUBATL KpaTKMe CBEAEHUA O NOACOEANHEHHbIX
3NEKTPOHHbBIX KNtoYax M NPeaocTaBAneT AOCTyn K 6a30BbIM onepaLumsam C 31EKTPOHHbIMU KAH4YaMMU.
2.  Pexum agmuHMCTpaTopa — NO3BOJIAET NMPOCMATPUBATL MOJIHbIE CBEAEHMNA O NOACOEANHEHHbIX
3/IEKTPOHHbIX K/KOYaX U NpeaoCcTaBAAeT AOCTYN KO BCEM ONepaumaM C 3/IEKTPOHHbIMU KAOYaMU.
[ONns nepekntoyeHnsa B PeXUM aaMUHUCTPATOPa Heobxoaumo B okHe EguHoro KnueHta JaCarta KAMKHYTb
NeBOI KHOMKOW MbIlWM NO Haanucu NepekntounTbca B peXXum agMUHUCTpaTopa (cm. puc. 5).

00 Eaunbiii Knnenr JaCarta - ] X

EanHbin KnueHT JaCarta Ma:aauu)»

JaCarta PKI

JaCarta PKI

HasBaHue JaCarta PKI

Mpunoxeuna  PKl CmeHunts PIN-KOA

BesonacHeil docmyn Kk pecypcam

Homep mogenn JC200

Hasogume 3mom Homep npu oBpaweHuu 8 mexHUYEeCKyr0 nodoepxKy.

Hacrpoiiku

) MepekNounUTLCA B PEXUM ’
agMUHKCTPaTOpPa

PucyHoK 5

LA nepekntoyeHmns B pexknm nosib3oBaTens Heobxoammo B OkHe EamHoro Knuenta JaCarta KAMKHYTb
IeBOM KHOMKOM MbIlM No Haanucy NepeKknounTbcA B peXXUM Nonb3osatens (Cm. puc. 6).

© 2017, "AnapanH P.4." Crp.10
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& Egunbiii Knnent JaCarta - O X

EanHbin KnueHT JaCarta Ana:muu)u

JaCarta PKI

JaCarta PKI WHpopmMauua o TokeHe PKI SecurLogon

HaseaHune JaCarta PKI

YcTaHOBAEHHble
NPUNOXEHNA

PKI
Homep moaenn JC200
CepwiiHblid HoMep  0B52001737489243
06BEM NamaTu 72 K6aiir

CeobogHan namate 39 KGaiir (54%)

[odpobHaa uHEOOPMAUUS...

Hacrpoiiku

MepeknioyYnTLCa B PEXUM ’
) Nonb30BaTens

PucyHoK 6

3.4. YCTaHOBKAa nuueH3nun

YcTaHoBUTL nueH3uto JaCarta SecurLogon MoXKHO ABymMA cnocobamu:

1. B pexume nosb3oBaTens: yepes meHto Hactpoitku B okHe EgnHoro Knuexta JaCarta;
2. B pexume agmunHUCTpaTOpa:yepe3 BKNaAKy SecurLogon B okHe EanHoro KnuenTta JaCarta.

% YT06bI YCTaHOBUTb INLUEH3ULO, HEOGXO,CI,I/IMO 06ﬂa,D,aTb npasamn agaMMHUCTPATOpPA.

B c/iiyyae ycTaHOBKM IMLEH3NM Yepe3 BKNAAKYy SecurLogon B okHe EamHoro KauneHTa JaCarta Heobxoanmo
NoACOEANHUTL 3/IEKTPOHHbIW K04 K KOMMbOTEpY.

B c/lyyae ycTaHOBKM NLEH3MM Yepe3 meHto Hactpoiku B okHe EamHoro Knuvedta JaCarta noacoegnHaTb
3/1EKTPOHHBIM K04 K KOMNbOTEPY He 06s3aTesbHO.

3.4.1. YCTaHOBKa NUUEH3UN Yepe3 MeHIo HacTponku

YCTaHOBKY NMLEH3UM Yepe3 MEHIO HaCI'pOﬁKM npounssoanTb B cne,u,yrou.l,eﬁ nocnenoBaTe/IbHOCTU!

1. 3anyctutb EanHbIV KnuneHT JaCarta M KNUKHYTb N1€BOI KHOMKOW MblwKW No Haanucu Hactpoiiku B
NIEBOM HUMKHEM Yray okHa EamHoro kauenta JaCarta (cm. puc. 7.).

© 2017, "AnapanH P.4." Crp.11
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& Egunbiii Knnent JaCarta - O X

EanHbin KnueHT JaCarta Ana:.qnuu>"‘

n OAK/THOUNTE TOKEH

He oBHapyXeHO NoAAepXKUBAEMbIX MOAENEN TOKEHOE.

Moakntouute USB-TokeH K USB-nopTy KOMNLIOTEPa AN BCTaBLTE CMapPT-KapTy B CMapT-KapT
puaep.

Hacrpoiikun

MepeknioYnTLCA B PEXUM
) NoOAb30BaTens

PucyHok 7

2. BotobpasumBliemca OKHe BbIBpaTb BKAAAKY SecurLogon v HaKaTb KHOMKY YCTaHOBUTb NIULLEH3UIO
SecurLogon... (cm. puc.8).

x

OcHOBHble [lnarHoctuka | SecurLogon | JlorupoeaHue

JAanHble nuuenzum SecurLogon:
Cratyc: He ycTaHoeneHa
3aKkaHuuBaeTca:

Opranuzauua:

‘ YcraHoBUTL iMLEeH3nI0 SecurLogon... .

_ - ——=

oL o

PucyHoK 8

3. B otobpa3suBwemca OKHe Heobx0aAMMO yKa3aTbNyTb K Galiny ANMLEH3IUN U HaXKaTb KHOMKY OTKPbITb.
4. Tocne ycTaHOBKM NINLEH3UN B OTOBPA3MBLIEMCA OKHE Ha)KaTb KHoNKy OK (cm. puc. 9).

© 2017, "AnapanH P.4." Crp.12



JaCarta SecurLogon PykoBoACTBO agMUHUCTPaTOpa 1.2

x

OcHOEHble [lMarHocTika | SecurLogon | JlorupoeaHie

AaHHble nuuenzum SecurLogon:
Cratyc: JIMUEH3WA AelicTBUTeNbHA
3akaHuMBaeTca:

Opranuzauua:

YcraHoBUTL iMLeH3nio SecurLogon...
@ OTmeHa

PucyHoK 9

3.4.2. YCTaHOBKa nNuuUeH3nn Yepe3 BKNagky SecurLogon

YCTaHOBKY NMLEH3MKN Yepes BKAaaKy SecurlLogon npov3BoAMTb B Caeaytowei nociesosaTeNbHOCTH:

1. ToAKNoUYUTb SNEKTPOHHbIN KAKOY K KOMNblOTepy M 3anycTuTb EamHbii KnneHT JaCarta, nocne yero
NepeKIoUNTLCA B PEXUM agMUHUCTPaATOpPa, NepeTh Ha BKAaaKy SecurLogon v B cTaTyce nvLEeH3Un
HaXaTb ccbiNKy "ycTaHoBUTL" (CcMm. puc. 10.).

[ EwmwiikmewtJaCarta =10l x|
EauHbin KnnenT JaCarta Anatgauu>"'

JaCarta PKI

JaCarta PKI WHpopmauna o TokeHe PKI SecurLogon

Securlogon

SecurLogon

MpoaykT AnA peweHua npodnemel "cnabbix” naponeil. OH NO3BONAET UCNONb3OBATL
AByX(haKTOpHYH0 ayTeHTUdUKaLno Ge3 BHeapeHna PKI MHGPaCTpyKTyphl U MMLEH3NpYeTCA
otgensHo ot Eaunoro Kaunenra JaCarta.

Ecaun Bbl He NnaHupyeTe UCNONb30BaTh AaHHbIN NPOAYKT, TO Bbl MOXeTe CKPbITb AAaHHYH BKNagKy

AaHHble AULeHzMK :
Cratyc: He ycTaHOENEHa (YCTaHOBWTH)

¢ Hacrpoiiku 3akaHumBaeTca:

Opranuzauus:

MepeknoYnuTbCa B PEXUM
L&) nonssosatens

PucyHok 10
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2. [anee B 0oTO6pasmMBLIEMCA OKHE HEOOXOAMMO YKa3aTb NyTb K Galiny NLEH3UN U HAXKATb KHOMKY
OTKpbITb.
3. Tpwu ycnewHom 3aBepLIEHUMM ONepaLmmn BKAagKka SecurLogon npumet cneayowmin sug, (cm. puc.11).
L=
EanHbii KnneHTt JaCarta Ma:nnnn)"
JaCarta PKI
JaCarta PKI WHbopmauna o TokeHe PKI SecurLogon
Mpogunn OoO®
O6bexThl He HaWeHbl
* Hacrpouku
MMepeknioYnuTLCa B PEXnM
§) NOAb30BaTens
PucyHok 11

© 2017, "AnapanH P.4." Crp.14
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4. HacTpounKka paboThbil

4.1. Onepauun c npodpunnamu

4.1.1. Co3paHve npoduna JaCarta SecurLogon

Y1o6bl co3maTbnpodunb JaCarta SecurLogon, HeO6X0AMMO BbINMONHMTL C/eaytoume AeNCTBUA:

1. MoacoenvHUTb 3NEKTPOHHbBIN KAtoY, Ha KoTopom Tpebyertca co3paTtb npodunb JaCarta Securlogon, K
KOMMNbloTePY M 3anycTutb EamHbiii KnneHT JaCarta;
2. TepeKknounTbca B PEXMM aaMUHUCTPATOPA U NepenTn Ha BKAaaKy SecurLogon;

[ EnmmiikmewsJaCarta =0l x|
EauHbin Knnent JaCarta Ma:nnuu)w

JaCarta PKI

JaCarta PKI WVHpopmauna o TokeHe PKI SecurLogon

Mpoduan

O6beKTbl He HanAeHbl

108 Hacrpoiiku

MepexknoyYnThCa B PEXUM
noAb30BaTeENA

PucyHok 12

3.  HarkaTb Ha 3Haqor(@J (cm. puc. 12);

@ B 3aBMCMMOCTM OT TOro, co3aaérca v npodunb JaCarta Securlogon gns NoKanbHOM y4ETHOM 3anuCK UAmn
ana yuyétHoi 3anucu B gomeHe OC Microsoft Windows, oKHO co3gaHus npodunsa MOXKeT bbiTb ABYX BUAOB
(cm. puc. 13 a)— ana noKanbHOM yyeTHOM 3anucu v puc. 13 6) — ana yyeTHol 3anuncu B gomeHe OC
Microsoft Windows).

4. BnossuBlemcA OKHe (cm. puc. 13) cnegyet BbibpaTb, KaKol TMN Napoas 6yaeT UCNob30BaTLCA 4/1A
BX0Za, BBeCTM PIN-KOA 3/1€KTPOHHOrO KAtoYa M HaXKaTb KHOMKy Co3partb;

% MNogpobHaa nHbopmauma o Bbibope TMMa NAapPoaA M APYrMX HaCTPOMKax Npu co3gaHum npoouna JaCarta
Securlogon npeactasneHa B Tabaunue 1.

© 2017, "AnapanH P.4." Crp.15
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5. Co3paHHbIV Npodunb AonxeH oTobpa3uTbca B OKHe EaMHoro KnmeHTta JaCarta Ha BKiagKe
SecurLogon (cm. puc. 14 a)— Ana NoKaNbHOW yYeTHOW 3anucnm 6) — ona y4eTHON 3anncu B JOMeHe

OC Microsoft Windows).

Cospanne npodmns SecurLogon n 5‘

Vima nonb3oeatens:
Ivanov

IMA gomeHa / paboueii craHumm:
WIN-MPPIBQ3VUHK (3701 komnetoTep) v

Cospanne npodmns SecurLogon . LI
Vima nonb3oBartens:

Ivanov

Vima aomeHa / pabouel cTaHumm:
TESTDOMAINL v

AnA BX04a UCNONb30BATH:

O Croiikuii napons, cr

PYP L P

@® YkazaHHblif Naponb
MoaTeepxaeHue:

Pa3peLunTb U3MEHATL Napo/b NOMb30BATENA B AOMEHE / Ha pabouyeli craHuum

BHuMaHue! MNaponk Nonb3oBatens GyeT 3aMeHEH HA HOBLIN NPY COXPAHEHUN
npodunA. Nonb3oeatens GoNblUe He CMOXET UCMONb30BaTh CTapbIi Naponk AnA
EXOA3 B CUCTEMY.

PIN-koa nonb3oBatens (4nA npunoxenua PKI):

[nA BXOAA WCMOMB30BATL:
@® CToliKuii Naponb, CreHepUPOBaHHLIN CyyaiiHeiM 06pazom
O YkazaHHblii naponb

MoATEepxaeHHe:

i Nnaponk no.

PazpelunTs U3MEHATL Napo/ib NONL30BaTeNA B JOMeHe / Ha paboueil cTaHLum

AnA cMeHbl NapoNA NONb30BaTena Heo6X0AMMO MMETb COOTBETCBYHOLLME NPaBa
WAN 3HaTb €ro TeKyLnid naponk. EguHblii Knnent JaCarta, 3anyLUeHHbIi OT MMeRu
TESTDOMAIN1\Ivanov, He UMeeT nNpae agMuHucTpatopa e goMmeHe TESTDOMAINI.

BHumaHue! Maponb nonb3oeatens GygeT 3aMeHEH Ha HOBBIl NP COXpPaHeHNH
npoduna. MonsbioBateNs Go/bLIE He CMOXET UCMONL30BATE CTaphblii Naponk AnA
BXO/Ja B CHCTEMY.

Enunbii Knnent JaCarta E

EanHbii KnneHT JaCarta

JaCarta PKI

JaCarta PKI oTokewe  PKI urLogon

Mpoguan ocesw

Vma nonbzosarenn [lomen / komnbiotep Tun napons

Ivanov WIN Vi W

Hacrpoiik

PIN-KOA NOAb: (ana np PKD):

a)

© 2017, "Anapgpaun PO

PucyHok 13

Enmnii Knwent JaCarta

EanHbIn KnneHTt JaCarta

JaCarta PKI
Visgopwmaunn o Tokewe | PKI | SecurLogon
Mpopuan ISICY A ]

Vims nonbsosatens Aomen / Komniotep Tun naponn

Ivanov TESTDOMAINL CrenepupoBaHHLIf, CTOMKMiA

s B pexum

6)

PucyHok 14
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Tabnuya 1 Atpunbytol npoduna JaCarta SecurLogon

HasBaHue HacTpoiKu

OnucaHne HaCTPOUKHU

Pabouas craHuusa AomeH

Mma nonb3oBaTtena

3afaeT MmA Nosib3oBaTens, A1s KoToporo byaeT co3aasatbes npodunb Securlogon.

PepaKTMpoBaHuMe No/A C AaHHOM HA CTPOMKOW MOXKET 6bITb HEAOCTYMHO, eCIN B
aAMUHMCTPATUBHOM WabnoHe JaCarta SecurLogon oTKAtOYeHa HacTPoOiKa
CanCreateProfilesForOtherUsers (Co3aaHve npoduneit ois apyrux nonb3osatenei).

Nma gomeHa / paboyeit craHumm

Mo3BonAeT BbIGPATb UAM UMA JOMEHA UM UMA paboyeit cTaHLMK (MecTo, rae XpaHuTea
y4€THa s 3anumcb Nob3oBaTeNs).

CooTBETCTBEHHO, €C/IM BbIGPaHO MMA paboyeit cTaHUMK (MMA KoMNbioTepa), To Npoduib
JaCarta SecurLogon 6yaeT co3faH Ans oKaibHOM YYETHOM 3aMMCK, @ e M BbIBpaHO MMA
AomeHa, To npodwnb JaCarta SecurLogon byaer co3aaH Ana y4ETHOM 3anncK, HaxoaAaLEenca B
nomeHe Windows.

[OnaBxoaa ncnonb3osatb

Mo3BonAeT BbIGPaTh OAMH U3 ABYX NMYHKTOB:

. CTOMKWIM Napo/ib, CreHepUPOBaHHbIM CayyaHbIM 06pa3omM —Naponb AS1A YYETHOM
3anucy nosb3oBaTens 6yaeT CreHepupoBaH cCaydaiiHbiM 06pasom;
. YKa3aHHbI Napo/ib —Naponb A5 YH4ETHOM 3a NMcK ByaeT BBe A€ H BPYUHYIO; NpyU
BbI6GOpE 3TOro MYHKTA CTaHOBATCA aKTUBHbLIMM fiBa NONSA:
® osie 4/ BBOAA Napons;
o nose MoaTeepaeHUe, B KOTOPOM HYKHO YKa3aTb NOATBEPKAE HUE
BBEAEHHOTIO Napons.

Monb3oBaTenb, KOTOPbIV CO3AAET Npodmnb JaCarta SecurLogon (agmmMHUCTpaTOp

% SecurlLogon), sosxkeH 061a4aTb LOCTAaTOYHBIMK NPaBaMM 418 CMEH bl Napons
nosab3oBaTens, 418 KOToporo co3gaérca npoduab SecurLogon (nosb3osaTens JaCarta
SecurlLogon).

MmAa nonb3oBaTtens gna goMeHa

Mo3Bo/AET BBECTU MMA NO/Ib30BATENA YHETHOM 3aNNCK AOMEHA
(aamuHncTpaTopa JaCarta SecurLogon)

He aKTyanbHo HacTpoiika aKTMBHa, TO/1IbKO €C/IM yCTaHOBNEH GAaXoK
@ PaspeLunTb M13MeHATb Napoab N0AbL30BaTe 1A B AgoMmeHe /
Ha pabouyei ctaHumMK (NnogpobHee cM. onucaHne
COOTBETCTBYIOLLE A HACTPOMKM HUKE).

Maponb ans fomeHa

Mo3BosisieT BBECTM NApO/b /15 YY4ETHON 3anmncu oMeHa
(apgmuHMcTpaTOpa JaCarta SecurLogon)

He akTyanbHo HacTpoiika aKT1BHa, TON1bKO €C/n YCTaHOoBAEH bAaKoK
@ PaspewwnTb M3meHATb Naponb N0ab30BaTeNA B AgomeHe /
Ha paboueii cTaHuuM (NoapobHee cM. onucaHue
COOTBETCTBYIOLLE I HACTPOMKM HUKE).

PaspeLwunTb U3MeHATb Naponb
nonb3osaTena B JomeHe / Ha paboueit
CTaHLMK

[aHHanA HacTpoika onpeaenseT, byaeT 1M U3MeHEH Napob Y4ETHOM 3anncv No/b3oBaTe NI,
ANA KoToporo co3aaérca npodub JaCarta SecurLogon.

Ecnu dnakokycTaHOBAEH, TO 6yAeT yCTaHOB/EH Naposib, 3aAaHHbIN B HAacTpoiike A BxoAa
MUCNONbL30BaTh: (T.€. 3TO MOXKET BbITb C1yYalHbIV MAPO/Ib MU NaPOb, BBEAEHHDIN
aAMUHUCTPATOPOM NpU co3aHnM npoduna). Mpuatom agmuHucTpaTop JaCarta SecurLogon,
KOTOpbIV co34aéT npodumab JaCarta SecurLogon, fonkeH 061aaaTb 4OCTATOYHbIMM
NONIHOMOYMAMM A/19 CMEHbI NapoNA y4ETHOM 3anmcn nonb3osatens JaCarta SecurLogon.

Mpwu cozpanumnnpodmna JaCarta SecurLogon ansa yuéTHoi 3anucv B someHe Windows Takke
HeobX0AMMO 3anoNHUTL CNeaytoLLMe Nona:

MmAa nonb3osaTtens AnAa OMeHa;

Naponb gnsa pomeHa.

B 3TMX nonsx He06XoAMMO yKasaTb UMA NOb30BATENA U NAPONb YHETHOW 3anNncm
aaMuHUcTpaTopa JaCarta SecurLogon, KOTOpPbIN BMOCNEACTBUN CMOXKET USMEHATb MAPOb
nonb3oBaTtena JaCarta Securlogon.

PIN-kog,

Mo3BonneT BBECTM TEKYWMIA PIN-KOZ 3NEKTPOHHOTO KtoMa

Tabauya 1

Ecnv B HacTpoWiKax agMUHUCTPATUBHOIO WwabsoHa JaCarta SecurLogon napametp
AllowProfileManagement oTknto4eH, To co3gaHue npodunen 6yaer 3ab610KMPOBAHO.
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% EC/Niv Ha 371EKTPOHHOM K/toue yxKe ecTb Npoduab TeKyL,ero Noab3oBaTens, a B HaCTPOMKax
aAmuHUCTpaTUBHOro wabnoHa JaCarta Securlogon napamerp SingleProfileOnly oTkntoueH, To co3gaHue
apyrux npoouneir 6yaer 3abaoknpoBaHo.

% Ecnum B HacTpoliKax agmuHUcTpaTMBHOro wabnoxa JaCarta SecurLogon napamerp
CanCreateProfilesForOtherUsers oTkatoueH, To Npu cO34aHMM HOBOrO NPOdUAA N3MEHEHNE MMEHM
TekyLliero nosibzosatens 6yger 3a610KMpPoBaHO.

4.1.2. YcTaHoBKa npoduna no yMON4aHUo

JaCarta SecurLogon no3Bo/ifeT yCTaHOBUTb NPOdUIb NO YMONYAHUIO — T.€. TaKoW npodunb byaer
0TObpaXKaTbCA NEPBbIM NPU BXOAE B CUCTEMY.

Y1o6bl YCTaHOBUTL MPOdUIb MO YMOAYAHUIO, HEOBXOAMMO BbIMOHUTL CleayloLLIMe AeNCTBUA:

1. MNoAcoeauHUTb 3NEKTPOHHDBIN K/toY, Ha KOTOPOM HaxoauTtca npodunb JaCarta Securlogon, K

KOMMNbIOTEpPY.
2. 3anyctutb EamHbin KnueHT JaCarta, NepekniounTbCcsa B PEXUM aAMUHUCTPATOPA U NepenTn Ha BKAAOKY
SecurLogon.
3.  JleBOl KHOMKOW MblIlN BblBpaTb Npoduib, KOTOPLIN HEOOXOAMMO caenaTb NpoduIem No yMoa4YaHUIo.
4. B okHe EguHoro knueHTa JaCarta HaXkaTb Ha 3HauKe (cm. puc. 15) nnm HaxKaTb NPaBoO KHOMKOM
MbILUW Ha CTPOKE C BblGpaHHbIM NPOdUAEM U U3 KOHTEKCTHOTO MEHIO BblbpaTh YCTaHOBUTD NO
YMONYAHUIO....
RI=TEY
EanHbin KnneHt JaCarta Ana‘:nnun)"
JaCarta PKI
JaCarta PKI MH{popMmauna o TOKeHe PKI SecurLogon
MNMpodgunn LSO |
Wma nonszoeatens Jomen / komnetotTep Tun napons
AJMUHWCTRATOPR WIN-MPPIBOQ3VUHK  ¥YKasaHHeI NoNb30BaTENEM
admin_test TESTDOMAINL ¥ka3aHHbI NoNb20BaTENEM
Ivanov TESTDOMAIN1 CreHepupoBaHHbIi, cToKWI
Cozpats...
PeaakTWpoBaTh.. .
Yaanie,

YCTEHOBMTE N0 YMOMYEHWKD. ..

ObHoBHTE

Hacrpoiikm

HEFIEK.:'HCI'-! WTBECA B PEXKUM
Ne30BaTena

PucyHok 15
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5. [anee B oTobpasusliemca OKHe (cm. puc. 16) seectu PIN-koa v HaxaTb OK.
X
ANA U3MEHEHUA NPOPUAA NO YMONYAHUIO BEEANTE TekyLii PIN-koa
W HaXXmuTe KHonky "OK"
PIN-koA nonb3oBatens (ana npunoxenua PKI):
| &
o |
PucyHok 16
6. BblbpaHHbIN paHee Npoduab B oKHe EanHOro KnveHTa JaCarta fonKeH cTaTb npoduaem no
YMONYAHUIO, T.€. BbITb BblAENEH XUPHbIM WPUOTOM cpean Apyrux npodunen (cm. puc. 17).
RI=TEY
EauHbin KnnenT JaCarta Ma:nnnH)"
JaCarta PKI
JaCarta PKI ViHpopmauua o TokeHe PKI | SecurLogon
Mpojnan O®7 W
Wmsa nonbzoBatens [Jomen / komnbiotep Tun napons
& Aamunuctpatop  WIN-MPPI9Q3VUHK  YkasaHHbIii nonbzoBatenem >
admin_test TESTDOMAIN1 YKazaHHbIl NoNb30BaTeNnem
Ivanov TESTDOMAIN1 CreHepUpPOBaHHbIN, CTOIKMIA
Hacrpoiku
I'Iepemmqmbc.q B pexum
0Nb30BaTeENs
PucyHok 17

4.1.3. PegaKTupoBaHue cyulecTteylowero npoouna

Y1066l OTpegaKktTnposaTb Nnpodunb JaCarta SecurLogon, HEOBXOAMMO BbINONHUTL C/eayloWne AeNCcTBUA:

1.

MofACoeanHUTL 3NEKTPOHHBIM KAtoY € 3anMcaHHbIM npodunem JaCarta SecurLogon K KOMMblOTEPY.
2.

3anyctutb EamHbii KnueHT JaCarta, nepekniounTbca B peXKMM agMUHUCTPaATOpPa M NEepenTy Ha BKNAAKY
SecurLogon.

JleBoi KHOMKM mbiwmn Bbi6paTb Npoduab, KOTOPbIA HEOHXOANMO U3MEHUTb.

4. Ha»aTb Ha 3HA4Y0K

(cm. puc. 18) nnum HaxKaTb NPaBOM KHOMKOW MbIlX Ha BbibBpaHHOM npodune u
M3 KOHTEKCTHOTrO MeHto BbibpaTh PeaakTtuposars....

© 2017, "AnapanH P.4." Crp.19
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Eaunbiit Knuent JaCarta n

PykoBoACTBO agMUHUCTPaTOpa

EauHbin Knnent JaCarta

JaCarta PKI

Hacrpoiikun

JaCarta PKI

WHpopmaumua o TokeHe PKI SecurLogon
Mpodunan

Wma nonbzoBatens [Jomen / komnbiotep Tun napons

O 2 v

12

=lolx|

AnagavH)™

PeaakTuposaTtb...

YCTaHOBUTL NO YMONYEHWIO. ..

0O6HOBUTE

MepeknoYnuTbCa B PEXUM
$) Nonb30BaTeNs

AamuHUCTpaTOp WIN-MPPI9Q3VUHK YkazaHHblii nonbzoBatenem

admin_test TESTDOMAIN1 YKa3aHHbIil NONb30BaTeNEM

Ivanov TESTDOMAIN1 CreHepupOBaHHbIi, CTOMKNI

PucyHok 18

5. [anee B oTobpasumsemcs oKHe (CM. puc. 19) BbINOAHUTb HEOBXOAUMbIE M3MEHEHUA U HaXaTb
CoXpaHuTb.

© 2017, "Anapgpaun PO

PepaxkTnposanue npodmuna SecurLogon
MmA nonb3ogartens:
Ivanov

IMA gomeHa / paboueii cTaHumm:
TESTDOMAINL

AnA BXOAa MCNONL30BaTL:
O Croiikuit naponb, creHepMpOBaHHbIi cy4aliHbiM 06pasom
© YkazaHHblit Nnaponb

Moateepxaexne:

Y4&THaRA 3anucb C NONHOMOUYNAMM NO CMEHe Napona B AgomeHe/paboueii craHumn TESTDOMAINL

MmAa nonb3oeartens:

Maponk:

PazpelunTs U3MEHATL NApO/b NONL3OBATENA B AOMEHE / Ha paboyeii cTaHuun

BHuMaHue! Maponb nonb30eatens GYAeT 3aMeHEH Ha HOBLINH NPU COXPAHEHNUU NPOGIAA.
Monb3oBatent GOMbLIE HE CMOXET UCMONL30BATL CTapbill NAPOo/ik ANA BXOAA B CHCTEMY.

PIN-koA nonb3oeatens (ana npunoxenua PKI):

CoxpaHuTb OtmeHa

PucyHok 19

Ctp. 20



JaCarta SecurLogon PykoBoACTBO agMUHUCTPaTOpa 1.2

4.1.4. YpaneHnve npodunAa

Y1o6bl yaanuts npoduab JaCarta SecurLogon “3 namaTH 31E€KTPOHHOrO Kkoua, He06X0AMMO BbIMOAHUTD
cneaylowme aencrens:

1. MoacoeAnHUTb 3NEKTPOHHbBIN KoY € 3anucaHHbIiM npodunem JaCarta SecurLogon K KomnbioTepy.

2. 3anycTutb EamHbiii KnueHT JaCarta, nepekntounTbCca B PeXMM aAMUHUCTPATOPA U NepenTn Ha BKNAAKY
SecurLogon.

3.  HarkaTuem neBoi KHOMKKU MbIlK BbIOPaTb NPOoduab, KOTOPbI HEOBXOANMMO YAAIUTD.

4. HaxaTb Ha 3Hauok I yan HasaTs npaBoi KHOMKOM MbILUX HA BbiBpaHHOM npodune u n3
KOHTEKCTHOTO MeH0 BbibpaTb Yaanutb... (cm. puc. 20).

=[olx|
EanHbin KnueHt JaCarta Ana“ﬂnun)"

JaCarta PKI

JaCarta PKI VIHGOpMaUmMa o TOKeHe PKI SecurLagon

Mpodunn O s

Wma nonbzoeatens Jomed / komnetoTep Tun napons

AAMHHHCTpaTOP WIN-MPPI9Q3VUHK YkazaHHbIi nonbzoeatenem
admin_test TESTDOMAINL YKaZaHHBIH NONBI0BATENEM

Ivanov TESTDOMAIN1 CreHepUpOBaHHEIN, CTORKMI

Yaanute...

OfHoBUTE

Hacrpoiikm

MepeknKYUTECA B PEXHUM
B30BaTENA

PucyHok 20

% JanbHeiwan npoueaypa pasinMyaeTca B 3aBUCMMOCTM OT TMMa Napoisn, yCTaHOBIEHHOrO Npu co34aHNn
npoduna JaCarta SecurLogon (yKa3aHHbIM Naponb (BBOANUMbIA BPYYHYIO) UAM CTOMKUIA Naposb,
CreHepupoBaHHbIM Cay4YaliHbiM 06pasom).

B cnyyae, ecnm npu co3gaHum npoduns 6610 BbiIbpaH YKazaHHbIA Napoab, TO B 0TOH6pa3mnBLIEMCA OKHe
cneayet BBecTM PIN-KOZ, 3/1EKTPOHHOMO K/lO4a M HaKaTb KHOMKY Yganutb (cm. puc. 21).
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Ypnanenne npoduna SecurLogon - l]

YaaneHue npoduna MOXeT NPUBECTH K HEBOZMOXXHOCTH BXOAA B
cuctemy. Meped yganeHnem npopuna YAOCTOBEPLTECh, YTO Y Bac
eCTb Naponb OT YY4ETHOIF 3anucu WIN-
N3LDASHR6A7\AAMUHICTPATOP UAKM CepTUdUKAT ANA BX04a B
cucTemy. Bel AeHCTENTENBHO XOTUTE YAanuTe Npoduae?

PIN-koza (PKI):

00000000 #

PucyHok 21

B cnyyae, ecnv npun cosgannm npoduns 6oin BolbpaH "CTOMKMIN NApOob, CrEHEPUPOBAHHbBIN CAYYaMHbIM
obpasom", To B 0TO6pa3mBLIEMCSA OKHE CnefyeT BBECTU HOBbIM Naponb (Naposb, KOTOPbIN byAeT Ha3HaueH
YYeTHOM 3anucy Nnonb3oBaTena nocne yaaneHus npoduns JaCarta SecurLogon) v NOBTOPHO NOATBEPAUTb
BBEAEHHbI Maposb, nocse yero BBecT PIN-KOg 3/1EKTPOHHOTO K/OYa M HaXKaTb KHOMKY YAanuTtb

(cm. puc. 22).

Yaanenne npoduna SecurLogon 5 ﬁ]

Bbl nbiTaeteck yganuTe Npoduab nonb3oearens WIN-
N3LDASHR6A7\AAMUHUCTPATOP, B KOTOPOM XPaHWTCA Cy4aiHo
CreHepUPOBaHHLIN CTOHKMI Naponb. ¥aaneHue Takoro Npodguna MOXeT
NPUBECTH K HEBOZMOXKHOCTH BXOAA B cucTemy. Mepea yaaneHuem
npoGuA peKOMEHAYETCA CMEHWTL CYUYaiiHbIi NAapoAk Ha HOBBII

Hoeblii naponk:

MoateepxaeHue:

[] npogomxuts yaaneuue Ge3 usmeHeHnsa naponsa (He pekOMeHAYeTCs)

PIN-koZa (PKI):

Yaanuts OTmeHa

PucyHok 22

Ecnu ycTaHOBUTL dpnaxkok B onumm "Mpogonskutb yaaneHme 6e3 nameHeHus napons (He pekomeHayercs)",
TO BBOAMTb HOBbIV NAapo/ib M ero noaTBepXaeHue He TpebyeTca, ogHaKo, nocne yaaneHus npoduns
JaCarta Securlogon gnsa gocTtyna K y4éTHOM 3anmncy Nob30BaTeNs COXPaHUTCA CNYyYaiHbIA Maponsb,
creHepupoBaHHbIY Npu co3gaHumn npoduns JaCarta Securlogon.

/'\ Buumanwe! He pekomeHayeTca ycTaHaBAMBaTb 3TOT GNaXOK, T.K. B 3TOM C/lyyae Napoab ANa AOCTyna K
YYETHOI 3anncK NONb30BaTENA OCTAHETCA HEM3BECTHBIM, @ AOCTYN ByAeT HEBO3MOMKEH.

4.2. HacTponka agAMNUHNCTPATUBHOIO LWabnoHa

4.2.1. HacTponka agMUHUCTpaTUBHOro wabnoHa AnA
rpynnoBbIX NOAUTUK Npu paboTe C cepBepa

MNepeuncneHHble HUXKe nencrteuna cneayet BbINONHATL Ha cepBepe, ABAAWMMCA KOHTPON/IepOM JOMEHa
WU U Ha KOMNbKOTEpe, Ha KOTOPbIM YCTaHOB/1IEHbI CpeacTBa ynpaBAeHNAM KOHTPON/1IepOM OOMEHa.

2017, "AnapauH P.A." Crp.22
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YT06bl 3aMNyCTUTb a4MUHUCTPATUBHDBIN WabnaoH JaCarta Securlogon v 0oTo6pa3unTb ero HacTPOMKK

Heo6X0AMMO BbIMONHUTL C/eayolme AeUCTBUA:
1.
OK (cm. puc. 23).

£/ Boinonuutb

= BeeguTe uma nporpaMmel, Nanku, A0KyMEHTa Wu pecypca
Rl WHTepHeTa, KoTopbie TpebyeTca oTKpbITh.

Ha’kaTb Ha KnaBuaType codeTaHume Knasuw Win+R, B noasusliemca okHe HabpaTb gpMC.msC M Ha)aTb

x|

Oneperrs: | ~]

1% 310 33a3HMe ByAET CO3AAHO C NPaBaMIN AAMUHICTPATOPa

OK I OtmenHa l O6zop... |

PucyHok 23

B nossuswemcsa okHe (cm. puc. 24) cneayeT BbibpaTh Slec => [loMeHbl => UMA_fOMEHA, fasiee

Ha’KaTb MNPaBOi KHOMKOM mbiwn Ha nyHKTe Default Domain Policy (MonnTnka gomeHa no ymonyaHuio)

M U3 NOABMBLUErOCA KOHTEKCTHOrO MeHIo BblbpaTb onuuio "UsmeHuTb...".

_lnjx]
=i ®aiin  feficteve Bua OkHo Cripaska J =12 x|
= | c | HE
_ié Ynpasnexue I’D‘/I"IﬂOBOﬁ NONUTUKON y"pasneuue rpy“noaoﬁ nonumkoﬁ
= 4\ Nec: testdomain.lab Co o I

= (5 AomeHol I
El 33 testdomain.lab T [
o< i Doman oy y X rm——
= Doman controlers .
_J ObbexTol rpynnosol MpUHYAWUTENEHBIN
i OunbTpel WMI v CBa3b BKKOYEHa
5] HauanbHele 06bEKTHI  CoxpaHWTb OTYET...
@ Caittoi
ri MoaenupoBsaHme rpynnosoii Hosoe okHo oTaORa
_+, PesynbTaTbl rpynnosoit nonu e
MNepenmeHoBaTb
OBHoBUTE
OTKpbITUE peaaKkTopa o6beKToOB rpynnos Crpasxa
PucyHok 24

3.

A[MUHUCTPaTUBHDbIE LWabnoHbl => JaCarta SecurLogon.

2017, "Anapamu P.4."

B nossuswemcsa okHe (cm. puc. 25) cneayeT BbibpaTh KOHPUrypauma komnblotepa => Monutnku =>

Crp.23
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B PepaxTop ynpasnennn rpynnosbimMi nonMTHKaMn 101 x1
®Qain  feiictee Bua  Cnpaska
&= | 7w = HE| T
'=[ Nonutuka Default Domain Policy [WIN-N3L B JaCarta SecurLogon
= ¢ KoHdmrypaws KoMnbioTepa
= ] NomuTuku Y1obbl NPOCMOTPETL ONMCaHME CocTosHue
SNeMeHTa, BblaenuTe ero. i=| AdditionalDomains
_| KoHdmrypaLma nporpamm ==
| Kondwrypawws Windows l_; AllowProfileManagement
=[] AaMuHucTpaTyvBHbIE WabnoHs! =] AllowedLogonMethods
\iz| CanCreateProfilesForOtherUsers
% Bce napameTpel |i=] NewRandomPasswordEveryXDays
| Hacpoitka |iz] PasswordLength
=) 3!, KoHdmrypawma nonbsosaTens |:z] SecurLogonLicense
| Moautukn =] ShowSecurLogonNagScreen
| Hactpoiika i) SingleProfileOnly
|iz] TokenRemovalBehavior
< | iz
RN 2N Pacumpentsit A CranaaptHeit /
]10 napameTpos I

PucyHok 25
4. PefaKTupoBaHWe agMUHWUCTPATMBHOTO WabnoHa JaCarta Securlogon npoussoauTca nytem

U3IMEHEHUA 3HAYEHUNA NapPaMeTpOoB NONNTUK, BXOAALLUX B WwabnoH.

@ OnucaHne HacTpoOeK a AMUHUCTPATUBHOTO wabnoHa JaCarta SecurlLogon cyKa3saHuem 3HayeHui
napameTpoB MNOJUTUK NO YMOYAHUIO NpuBeaeHbl B MpunoxkeHun A.

4.2.2. HacTpomKa agMUHUCTPATMBHOro wabnoHa gnA
rpynnoBbIX NOAUTUK Npu paboTe ¢ nokanbHoro MK

4.2.2.1. 3anycK WabnoHa

Y106bI 3aMyCTUTb aAMUHUCTPATUBHbIN WabnoH JaCarta SecurLogon v 0To6pa3unTb €ro HaCTPOMKK
HeobXx04MMO BbINONHUTL Caeaytolme AeACTBUA:

1. HaxaTb Ha KnaBmaType codeTaHue kKnasuw Win+R, B nossumslemca okHe HabpaTb gpedit.msc n
HaKaTb OK (cm. puc. 26).

|

= BeeauTe MMA NpOrpamMmMbl, Nanky, A0KYMEHTa UK pecypca
— WHTepHeTa, koTopeie TpebyeTca oTKpbITh.
OrkpbiTh: I gpedit.msd :I

OK Otmena O6zop... |

PucyHok 26

2. B nosBuBlemMCA OKHe BbibpaTb KoHpUrypauus KomnbioTepa => AAMUHUCTPATUBHbIE LWA6GNOHbI =>
KomnoHeHTbl Windows => JaCarta SecurLogon (cm. puc. 27).

2017, "AnapauH P.A." Crp.24
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3. PegmaktmpoBaHMe agMMHMUCTPATMBHOTO WabnoHa JaCarta SecurLogon nponssoguTca nytem
M3MEHEHUA 3HaYeHMs NapameTpPoB NOAUTUK, BXOAALMX B Wwab/10H.

% OnuvcaHWe HacTPOeK agMUHUCTPATMBHOrO WabsoHa JaCarta SecurLogon ¢ ykasaHWem 3Ha4YeHui
napameTpoB NOAUTMK MO YMONYaHUIO NpuBeaeHbl B MpunoxeHun A.l.

4.3. Pa36n0KNPOBKA INEKTPOHHOMO KNHO4a

PykoBoACTBO aAMMHMCTPATOPa 1.2
B Pepaxrop noxanbHoii rpynnoBoii nomTiKe N 10| x|
®ain fJeicteue Bua  Cnpaska
= = e
& | 7m|= HET
(= MonuTika “MokanbHbiit KomnbioTep” Sl @ Jacarta SecurLogon
= i KoHdmrypawis KoMnstoTepa
KoHbMrypaLysi nporpamm Y106kl NPOCMOTPETL ONUCaHME CocTogtne
2 3NEMEHTa, BblAenuTe ero. i=| AdditionalDomains
KoHurypaws Windows : G
= || AaMMHWUCTPaTHBHbIE WabnoHs! = AllowProfileManagement
B[] KomnoHerTsl Windows (=] AllowedLogonMethods
“| Internet Explorer |iz| CanCreateProfilesForOtherUsers
JaCarta SecurLogon NewRandomPasswordEveryXDays
| NetMeeting PasswordLength
| Parental Controls SecurLogonLicense
| RSS-«aHans! |iz| ShowSecurLogonNagScreen
| Windows Media Center \iz| SingleProfileOnly
| Windows Messenger |iz] TokenRemovalBehavior
| Windows SideShow
| Ananus cTabunsHocTn Windows
| ApXMBALWRA AaHHBIX > Rl | _’l
Pacwmpertibiit A CranmaprHom /
PucyHok 27

B cnyvae, ecnv nonb3oBaTeNb BBEAET HECKO/bKO pa3 noapas HenpasuabHbliM PIN-KoA, TO €ro aneKTpoHHbIM
KNty byaet 3ab610KMpPOBaH.

[Ons pa3baoKNPOBKM 3INEKTPOHHOIO K/to4a HEOOXOAMMO BbINOAHUTL AENCTBUS COrNACHO AOKYMEHTY
[EanHbin KnueHT JaCarta. PykoBoacTBo aamuHUCTpaTopal.

2017, "Anapamu P.4."
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HacTponkn agMUHNCTPATUBHOO WabnoHa JaCarta

SecurlLogon

Tabnuua A.1.

npuv co3gaHunm
npodunamnmn

HassaHue napametpa OnucaHue JonycTtumble 3HayeHuUA 3HaueHue no 3HauyeHue no
YMOHaHUIO A0 YMONYaHUIO B
pacnpocTpaHeHus wabnoue”
rpynnoBbIX
nonntuk?
AdditionalDomains Cnucok UmeHa pomeHoB Windows, yKasaHHble MNycTana cTpoka MycTan cTpoka
(OononHUTeNbHblE JOMEHbI) LONONHUTENBHBX i Yepes TOUKy ¢ 3anaToi U/1U nycTan cTpoka.
[OMEHOB,
oTOb6paKaeMbIx

DefaultPasswordLogon —cTaHAapTHbIN
BXOZ, B CUCTEMY C UCMOb30BAHUEM UMEHM
Noab30BaTENS U NAPO/Is, BBOAUMBIX C
KNnasuaTypsbl;

DefaultSmartCardLogon—gxoa c
MCnonb3oBaHWEM cepTUOWMKATA,
XPaHALLErocs B NamMATH 3/1E€KTPOHHOrO
KNtoYa;

ManualPasswordLogon —naponb gns
npoduns SecurLogon BBOAWTCA BPYUHYIO;

RandomPasswordLogon — g1 npoduna
SecurLogon reHepupyeTcs cayyaitHblin
naponb.

npv Bxoze ¢

MCNO/b30BaHVEM

npoduna

SecurLogon.
AllowProfileManagement Paspelwaer nnm He 3apaHo — byaeT Mcnonb30BaTbeca BkntoyeHo OTKntoYeHO
(PaspewnTb cosgaHue 3anpeuaet 3HayeHKe No yMO4aHu1I0, 33 jaHHOe B
npodunei nonb3osatensmu) | NOAb3oBaTenam | wabnoHe (nocnefrmii cTonbew, HacToAwe i

co3gaBaTb Tabnuubl);

npopunm BK/IOYEHO — M10/1630BaTE/IN MOTYT

SecurLogon CaMOCTOATE/IbHO CO3AaBaTh NPoduY;

OTKA0YEHO — N0/1b30BaTEM HE MOTYT
CaMOCTOATE/IbHO CO3/aBaTb MPOPUN.

AllowedLogonMethods Onpepenset He 3agaHo — 6yzeT ncnonb3oBaTbes BblbpaHbl Bce meToabl i BbibpaHbl Bce
(Pa3pewéHHble MeToab! nepeyeHb 3HayYeHWe No YMOIYaH1IO (NociesHMi MeToAbl
ayTeHTUdMKaLMK) AOCTYMHbIX cTonbel, HacToALei Tabaunupl);

MeToA0B OTKAI04YEHO — BYYT UCNO/L30BATLCA

ayTeHTMbUKaLMA, CTaHAapTHble MexaHn3mbl Windows;

KoTOopble B

AOCTYMHbI ANA KNIOYeHO —NO3BOAET ABHO 3343 Tb, KaKne

BX0A3 B MeTO/bl BXOZA MOXHO 6yAeT Mcnonb3oBaTb

OnepaLMOoHHYIo (npwn STO.le 3Ha0qem4e 1 03.|.4aqaeT, 4YTO METOL,

cucTemy. pa3pelwéH, a0 —3anpeLyéH):

2 3mu 3HaYeHUe MPUMEHAIMCA Cpasy Nocie yemaHosKu EQuHozo kauermalaCarta

3 lpumeHaAOMCcA Moce PacnpocmpaHeHUs 2pynnossix NoaUMUK, ecau 8 a0MUHUCMPamusHbIl wabsnoH SecurLlogon He b6bino 8HeceHo

HUKAKUX u3meHeHuti

2017, "Anapamu P.4."
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Ha3ssaHue napameTtpa OnucaHue [onyctumbie 3HauYeHuUsA 3Ha4yeHue no 3HaveHue no
YMONYaHUIO A0 YMONYAHUIO B
pacnpocTpaHeHus wabnone”
rpynnoBbIX
nonntuk?
CanCreateProfilesForOtherUsers Paspewaernnm He 3apaHo — 6yaeT Mcnonb3oBaTbea BkntoyeHo OTKNOYEHO
(CospaHue npoduneit ans 3anpeLaet 3HayYeHUe No YMOIYaH1Io, 33 faHHOE B
pyrux nonb3osaTenei) nosnb3osaTento wabnoHe (nocnepHUin ctonbew, HacToALe i
co3daBaTh Tabnuubl);
npopunn ana BK/IIOYEHO —N0/1b30BaTE/Ib MOXKET
Apyrux . | co3nasaTb NPOPUAM ANIA APYTNX YHETHBIX
nonb3osateNei. | sanuceir;
OTKANI0YEHO — M0/1b30BaTE/Ib MOXKET
€03/aBaTb NPodUN TONbKO ANA TEKYLLEN
y4YeTHOM 3anucu.
NewRandomPasswordEveryXDays O6bHoBNEeHME He 3apgaHo — 6yzeT ncnosib3oBaTbes OTKNtoYeHO OTK/NOYEHO
(ABTOMaTUUE CKM MEHSTH cnyyaitHoro 3HayYeHMe No YMOYaHUIO, 33 JaHHOE B
naponb Kasmable X AHeit) napona ana wabnoHe (nocneaHMii ctonbel, HacToAwe i
npoduna Tabnuubl);
Securlogon . i BKIIOYEHO —MpU BbIBOPE 3TOrO MYHKTa
Kaaple X AHER. | c1a408UTCA aKTUBHBIM COOTBETCTBYIOWLLE €
(Monbsosatess | pope g KOTOPOM HYXKHO yKa3aTb nepuog, (s
npu sTom [HAX), N0 UCTEYEHUM KOTOPOTO Naponb ANA
AO/KEH yuéTHOM 3anuan Windows 6yaeT MeHATbCS;
33aNoMMHaThL L.
Tonbko PIN-Koz O'r.Kmoquo—na PO y4ETHOW 3anncK
371EKTPOHHOTO Windows He byseT MeHATbCA
Kniova.) aBTOMATUYECKM.
PasswordLength 3apaért anuny He 3apaHo — 6yaeT Mcnonb3oBaTbea 63 63
(OnnHa cayuaitHoro napons cnyyaitHoro 3HayYeHWe No yMOI4aH1I0, 33 fjaHHOE B
YUETHO 3anucK) naponsa ans wabnoHe (nocnegHnii ctonbew, HacToALe i
npoduna Tabaunubl);
SecurLogon. BksloueHo —npu BbiGope 3TOro NyHKTa
CTaHOBMTCA aKTUBHbIM COOTBETCTBYHOLLEE
none, B KOTOPOM HYKHO yKa3aTb ANNHY
cny4yaiHoronapons (B cumeonax),
[onycTumble 3HaveHna —oT 14 no 63
CMMBOIOB;
OTKANI0YEHO — HaCTPOWKA He NPUMEHSAETCA.
Securlogonlicense CTpoKa, He 3agaHo — 6yzeT ncnonb3oBaTbea MycTan cTpoka MycTan cTpoka
(MueH3sna SecurLogon) coepKalan 3HayYeHWe No YMOYaH1I0, 33 laHHOE B
ANLEH3UIO wabnoHe (nocnegHuii ctonbew, HacTosLe
SecurLogon. Tabauubl);
BkatoyeHO —npu BbIbOpe 3TOro NyHKTa
CTaHOBUTCA aKTUBHbIM COOTBETCTBYHOLLE
none, B KOTOpoe He06XOAMMO MOSHOCTbIO
CKONMpoBaTb coaepnmoe daiina
NMLEeH3UK (ans atoro Gpa i NULLEH3UM MOKHO
OTKPbITb B TEKCTOBOM peaKrope);
OTK/IIOYEHO — INLLEH3UA He
yCTaHaBAUBaeTcA (NycTasa CTPOKa);
ShowSecurLogonNagScreen OnpepenseTt He 3apaHo — 6yaeT ncnonb3osaTbea BkntoyeHo BkntoyeHo
(OTOBpaaTh BKAAAKY oTobpasKaTb UK | 3HAYEHWeE N0 YMOT4YaHMIO, 33 4aHHOE B
SecurLogon, eciv mMueHsus He | He 0ToBpaxatb wabnoHe (nocnegHnin ctonbew, HacToAwe i
ycTaHOBNEHa) BKNAAKY Tabanupl);
SecurLogon, e By nioueHo — BKIaAKa OTOBPaKAETCH;
NIULEH3UA He
yCTaHoBAEHa. OTK/II0YEHO — BK/1aiKa He oTobparkaeTca.
2017, "AnapauH P.A." Crp.27
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2017, "Anapamu P.4."

Ha3ssaHue napameTtpa OnucaHue [onyctumbie 3HauYeHuUsA 3Ha4yeHue no 3HaveHue no
YMONYaHUIO A0 YMONYAHUIO B
pacnpocTpaHeHus wabnone”
rpynnoBbIX
nonntuk?
ShowTokenManageLogonScreen Onpepenset He 3apaHo — 6yaeT Mcnonb3oBaTbea BkntoueHo BkntoueHo
oTobpa’KaTb UM | 3HAYEHWeE N0 YMOHaHMIO, 33 AaHHOE B
He oTobpaxatb wabnoHe (nocneaHuii ctonbel, HacTosALe i
NAUTRY Tabnuubl);
Ynpasnerue BkntoueHoO —naunTKa YnpaBneHne TOKEHOM
TOKEHOMHa oTobpaskaeTcs;
logon screen
Windows OTKNIOYEHO — NNUTKa YNpasieHMe TOKeHOM
He oTobpaskaetcs.
SingleProfileOnly Paspewaet nam He 3apaHo — 6yaeT Mcnonb3oBaTbCA OTKNtoYeHO OTKNOYEHO
(OgmH npodunb Ha 3anpeLaer 3HayeHWe No YMO/I4aHu1I0, 33 laHHOE B
3/1eKTPOHHOM K/T10u4E) cO34aHue Ha wabnoHe (nocnegHnin ctonbew, HacToAwe
0AHOM Tabaunubl);
S/IEKTPOHHOM BKNIOYEHO — N0/1b30BaTEM MOTYT CO3/aTh
knitoqe TONbKO OAMH NPOGUb HA NEKTPOHHOM
HeCKO/IbKMX Kitove;
npodunen
SecurLogon. OTK/II0YEHO — N0/1b30BaTENM MOTYT
€03/4aBaTb HECKO/IbKO Npodunelt Ha ogHOM
3/1€KTPOHHOM K/tOYe.
TokenRe movalBehavior JaHHanA He 3agaHo — 6yzeT ncnonb3oBaTbes He BbinonHAThL He BbinonHATb
(NoseaeHme npw HacTpoWKa 3HaYEHME N0 YMONYAHIO, 33 JaHHOE B HUKaKWX LeNCTBUI HUKaKNX
OTCOeAMHEHWM 3NEKTPOHHOrO | ONpesenser wabnoHe (nocnegHnin ctonbew, HacToAwe AencTenin
K/tOYa OT KOMMbIOTEPa) noseaeHwe Tabauupl);
cncTemol B OTKNIOYEHO — HUKaKMe geiicTBrA
chyau@M,s npeanpuHUMATLCA He byayT;
KoTopoW
NONb30BaTEND, BkstoueHo —npu Bbibope 3TOro NyHKTa 5
ocywecTampmi | CT2HOBUTCA aKTUBHBIM COOTBETCTBYIOLMIA
BX0/1,C nomoLLplo | CMCOK, B KOTOPOM MOXKHO BblbpaTh
npoduas BapMaHT NOBeeHNs CUCTEMbI:
SecurLogon, He BbINONIHATL HUKAKUX AEUCTBUIA — NPU
oTcoeanHsaeT 0TCOe4MHEHUN 3/1EKTPOHHOrO K/to4a He
3NEeKTPOHHbIVA npeanpUHUMAETCA HUKAKMX fie CTBUI;
Kntoy ot BnokupoBatb pabouyo CTaHLMIO — Mpu
KOMMblOTEPA. 0TCOEAMHEHMM 3NEKTPOHHOTO KNHoHa
npoucxoaut 610Kk1poBKa paboyero cTona;
MpuUHyaUTENbHDINM BbIXOA U3 CUCTEMBI —
npwv 0TCOe AUHE HAW 3/1EKTPOHHOTO K/toua
NPOW3BOAMTCA NPUHYAUTENbHBIV BbIXOZ, U3
CcUCTeMbl MONb30BaTeNs
OTKNIOYEeHUe NPU NOAKNIOYEHUU Yepe3
RDP — npu oTcO€ ANHEHWUMN 3NEKTPOHHOrO
K/1t04a MPOUCXOAMT Pa3pbIBaHUA ceaHca
NOAKNOYE HUA Yepe3 yAa NEHHbIN pabouunii
cTon.
UseAccordStartUserSession Onpepenset Ecnu aToT napameTp BKAOYEH, TO OTKNntoyeHo OTKNtoYeHo
MCNoab30BaTb ncnonbsosatb MAK C3U HCA AKKOP, npu
UNU He BXOZle N0/1b30BaTe/fA B ONepaLuoHHyo
MCcnonb3oBaTb cuctemy no npodwunto JaCarta SecurLogon.
NAK C3U HCA
AKKOP[ npu
Bxoae Ecnv aTOT NapameTp OTKAOHEH UK He
HO/Ib30BaTENA B 3ajaH, To He ncnonbsosatb NAK C3U HC/,
onepaLmoHHyIo AKKOP/[, npu Bxoae nonb3oBaTens B
cucTemy. onepawunoHHY0 cUcTeMy Mo Npoduio
JaCarta SecurLogon.
Tabauuya A.1.
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JaCarta SecurLogon PykoBoACTBO agMUHUCTPaTOpa 1.2
Tabnuua A.2.
Mogenu 3N1eKTPOHHbIX K/toueit
eToken PRO (Java)
eToken Anywhere
eToke?JNG-)FLASH JaCarta-2 FOCT
ava
e Foken NG-OTP (1 JaCarta PKI JaCarta NOCT/Flash JaCarta-2
eToken NG-OTP (Java) | j,carta PKI/Flash:  JaCarta FOCT PKI/rOCT JaCarta LT
ST (45 JaCarta PKI/BIO |  eToken FOCT JaCarta-2
JaCarta PRO JaCarta PRO/TOCT
PKI ¢ dpyHKuMel
obpaTHoi
COBMECTMMOCTH
Mpunoxenne PKI PKI v PKI/BIO rocTt rocTt STORAGE
PIN-kopnONb30BATENIA | )53 5670q 11111111 He HeycraHosnen | 1234567890
M0 YMOAYa HUIO yCTaHOBNEH
PIN-kop, 00000000000000
agMMHUCTpaTopa 1234567890 00000000 1234567890 00000000000000 1234567890
N0 YMON4a HUIO 0000*
Tabauuya A.2.

*Beod amozo PIN-koda aOMUHUCMPamMopa 803MOXCeH MOJIbKO C Ucrons3osaHuem CK3U « KpunmomokeH 2» ucrionHeHue 13 (APM
admuHuUcmpamopa 6esonacHocmu).
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CokpauwieHnAa n abbpesunaTtypbl

rocrt locyaapCcTBEHHBIN cTaHaa pT

ocC OnepaunoHHasa cnctema

no MporpaMMHoe obecneyeHve

NnK MepcoHanbHbI KOMMNbloTEP

PIN (Personal Identification Number) nnu4HbIA ONO3HaBaTENbHBIN HOMEP
PKI (Public Key Infrastructure) uHPaCTpyKTypa OTKPbITbIX KNOYen
USB (Universal Serial Bus) yHuBepcanbHaA nocnefoBaTeNlbHAA LWWHA
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KOHTAKTbl, TEXHUYECKaA NoaaepHKKa

Oduc (obLymne Bonpochbl)
Appec: 129226, MockKsa, ya. [lokykuHa, 4. 16, ctp. 1, komnaHus "Anagamd P.A4."
TenedboHsbl: +7 (495)223-00-01 (mHorokaHanbHbIW), +7 (495) 988-46-40
dakc: +7 (495) 646-08-82
E-mail:aladdin@aladdin-rd.ru (o6wwi)
Web: www.aladdin-rd.ru

Bpemsa pabotbl: exxegHesHo ¢ 10:00 o 19:00, Kpome BbIXOAHbIX M NPA3AHUYHbIX AHEN.

TexHun4eckana nogaeprxKka

MoapobHble NpaBMAa OKAa3aHWUA TEXHUYECKOW MOAAEPMKKM OMMCaHbl Ha caliTe KomnaHuu "Anagavd PO

https://www.aladdin-rd.ru/support/rules/

Oka3saHune 6a30BOMN TEXHUYECKON MOAAEPIKKM OCYLLECTBAAETCA TO/MbKO Yepes Gopmy 3asBKM,
pa3smelwéHHyto B pasaene "CosaaHne HOBOro obpaleHma" Ha canite KOMNAHUK.

OkasaHuenomowu no TenedoHy 6e3 3aKNOUEHHOrO AOrOBOPA PACLUMPEHHON TEXHUYECKOW MOAAEPIKKM
[OCTYMHO B 3KCTPEHHbIX CAy4Yanx (MonHana HepaboTocnocobHOCTbL cucTeMbl M3 -3a Npobaem ¢ USB-TokeHamu
M CMapT-KapTamu).

Bpems paboTbl Cny»Kbbl TexHUYecKolM nogaepKku - ¢ 10:00 go 19:00 (Mo MOCKOBCKOMY BpeMeHM), Kpome
BbIXOZHbIX U NPa3AHUYHbIX SHEN.

BbixogHble aHK: cy660Ta 1 BOCKpeceHbe.
TenedoH: (495)223-0001 (MHOroKaHanbHbIN)

KomnaHus "AnagouH P.A." oka3biBaeT 6a30BY0 TEXHUYECKYIO MOALEPIKKY MO BCEM BbIMyCKaemMbiM
NpoAyKTam Mo TEeKyLel U, KaKk NpaBuo, No NpeawecTsyolein Bepcuam. ba3oBas TeXHUMYECKan NoaaepKka
BXOAMT B CTOMMOCTb BCEX MOCTaBASEMbIX MPOAYKTOB, NO yMoONYaHuio, Ha 1 ropa,

B cnyyae BO3HMKHOBEHMA BOMPOCOB MO YCTaHOBKE WM UCNOb30BaHMIO MPOAYKTa PEKOMEHAyeTCA
06paTuTbCA K pasgenam cata komnaHuu "AnagamH P.A.": YacTto3apaBaembie Bonpockl (FAQ) n basa
3HaHWUM.
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Perncrpauna nameHeHuu

Bepcus UsmeHeHuA

1.2 O6HOBAE HbI CKPUHWOTSI, 40 6a BeHa noajaepKka mogenei JaCarta-2 n PRO.
1.1 BHe ceHbl 13meHeHuA B pa3gensi 1,2, 3.

1.0 Co3daHue 0okymeHma
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